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DETAILED ACTION 

Claim Objections 

1 . Claim 19 is objected to because of the following informalities: Claim 19 depends 
on claim 17 and refers to a data storage, but there is no storage data in claim 17. 
Appropriate correction is required. 

Claim Rejections - 35 USC § 101 

1. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

Claim 18 is rejected under 35 U.S.C. 101 because the claimed invention is 
directed to non-statutory subject matter, "a data storage media comprising program " is 
not being executed by a computer. This subject matter is not limited to that which falls 
within a statutory category of invention because it is not limited to a process, machine, 
manufacture, or a composition of matter. Data storage does not fall within a statutory 
category since it is clearly not a series of steps or acts to constitute a process, not a 
mechanical device or combination of mechanical devices to constitute a machine, not a 
tangible physical article or object which is some form of matter to be a product and 
constitute a manufacture, and not a composition of two or more substances to constitute 
a composition of matter. 
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Claim Rejections - 35 USC § 103 

2. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made, 

3. The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1 , 148 . 
USPQ 459 (1966), that are applied for establishing a background for determining 
obviousness under 35 U.S.C. 103(a) are summarized as follows: 

1 . Determining the scope and contents of the prior art. 

2. Ascertaining the differences between the prior art and the claims at issue. 

3. Resolving the level of ordinary skill in the pertinent art. 

4. Considering objective evidence present in the application indicating 
obviousness or nonobviousness. 

4. This application currently names joint inventors. In considering patentability of 
the claims under 35 U.S.C. 103(a), the examiner presumes that the subject matter of 
the various claims was commonly owned at the time any inventions covered therein 
were made absent any evidence to the contrary. Applicant is advised of the obligation 
under 37 CFR 1 .56 to point out the inventor and invention dates of each claim that was 
not commonly owned at the time a later invention was made in order for the examiner to 
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consider the applicability of 35 U.S.C. 103(c) and potential 35 U.S.C. 102(e), (f) or (g) 
prior art under 35 U.S.C. 103(a). 

5. Claims 1,2,4-12,14-28, 30,31,32 rejected under 35 U.S.C. 103(a) as being 
unpatentable over Yeager et al. (US Patent 7,213,047, hereinafter Yeager) in the view 
of Gleichauf et al. (US Patent 7,137,145, hereinafter Gleichauf). 

Regarding claims 1 and 27,Yeager discloses a method of operating a computer 
entity in a network of computer entities that communicate with each other on a peer-to- 
peer basis (Fig. 1 B), the method comprising operating a reputation management 
process for managing at least one other said computer entity of the network (Fig. 47, 
Col. 35, lines 40 - 46); the management process comprising: 

(a) collecting a plurality of reputation data items, each reputation data item describing 
an aspect of operation of a said at least one other computer entity of said network 
(Col.34, lines 56 - 58 and Col. 35; lines 40 - 46); 

(b) monitoring said plurality of reputation data items (Col. 39, lines 9 -10); 

Yeager fails to teach 

(c) generating an alert message in response to changes in at least one said reputation 
data item. 

However, Gleichauf teaches a method of generating a signal when an infective 
element is detected in network (Col. 1 , lines 42 - 50). Which is considered substantially 
as the same function of the instant application. 
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Therefore, It would have been obvious to one of ordinary skill in the art at the 
time the invention was made to generate a signal when there is a change in network for 
the purpose of disabled an infected element. 

Regarding claims 2 and 12, Yeager discloses all the limitation of claim as applied 
above except the method of multi-casting said alert message to a plurality of other said 
computer entities. 

However, Gleichauf teaches the method of multi-casting said alert message to a 
plurality of other said computer entities (Col. 2, lines 22 - 35). 

Therefore, It would have been obvious to one of ordinary skill in the art at the 
time the invention was made to broadcast the alert message to a plurality of other said 
computer entities in order to allow quick identification of an infective element (Col. 2, 
lines 33 -35). 

6. Claim 3, 13,36 and 39 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Yeager in the view of Gleichauf as applied to claim 1 above, and 
further in view of Implementing a Reputation -Aware Gnutella Servent by Cornelli et al. 
(hereinafter Cornelli). 

Regarding claim 3, 1 3,36 and 39, Yeager discloses all the limitations of claim 3 
except the method of applying a voting protocol to determine a group action on usage of 
said at least one other said computer entity. 
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However, Cornelli teaches a method of applying a voting protocol to determine a 
trustable entity (Page 7, lines 1 -7). Which is considered substantially as the function as 
the instant application. 

Therefore, It would have been obvious to one of ordinary skill in the art at the 
time the invention was made to use a voting protocol to determine the credibility of an 
agent (Page 7, lines 7 -8). 

Regarding claims 4, 14, 23,24, 31 and 32,Yeager discloses the method of 
determining changes in performance of said at least one other computer entity from 
changes in said reputation data items (Col. 39, lines 11-15). Where the forming of new 
groups according to the results of the analyzing data is considered as the same function 
described by the instant application. 

Regarding claims 5, 15, 19, 22 and 30, Yeager discloses the method of sensing 
abrupt changes of a said aspect of operation of a said at least one other computer entity 
whereby to determine the^possible existence of a technical operating problem with that 
entity, and outputting an alert message indicating this possible technical operating 
problem (Col. 2, lines 64 - Col. 3, lines 8). Where the unavailability of the peer node is 
considered as an abrupt change and a technical operation problem. 

Regarding claim 6, Yeager disclose the method of said reputation data is 
collected from a plurality of peer computer entities, which are operable to access said at 
least one other computer entity of which said changes in performance are sensed (Col. 
2, lines 44 -47, and Col. 39, lines 1 1 -16). 
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Regarding claims 7, 21 , 28, 34Yeager discloses wherein the reputation data 
items have types selected from the set (Col. 3, lines 9 -30): 

a satisfaction data describing whether a user of a computer entity of said network is 
satisfied with their experience of said at least one other computer entity, or is not 
satisfied (Col. 3, lines 13 - 21 ); Where the trust evaluation is considered a satisfaction 
data 

a found/not found data describing whether a user of a computer entity of said network 
found a service at a particular said at least one other computer entity or did not find said 
services at said particular said at least one other computer entity (Col. 2, lines 65 - Col. 
3, lines 5); Where the unavailability of the peer resources is considered as "a found/not 
found data" as described by the instant application. 

an ease of use data describing whether a user found a specified computer entity to be 
easy to use or to be difficult to use (Col. 2, lines 52 -64). Where the size of the payload 
is considered as an ease of use data. 

a service provision data describing whether a computer entity is capable of providing a 
service or resource, to a user requesting said service or resource, or whether said 
computer entity is incapable of providing said service or resource (Col. 2, lines 44 - 51 ). 

Regarding claim 8 Yeager discloses the step (a) comprises storing reputation 
data in a database locally at said computer entity, said reputation data describing at 
least one reputation data type for each of one or a plurality of other computer entities of 
said network (Col. 30, lines 10-13 and Col.38, lines 17 -19); and step (b) comprises 
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analyzing said reputation data to determine a performance parameter of at least one 
said computer entity (Col. 39, lines 9 -1 5). 

Regarding claim 9, Yeager discloses the reputation data items provide reputation 
data describing a plurality of user experiences of one or a plurality of other computer 
entities of said network (Col. 2, lines 4-13), step (c) comprising generating a set of 
alert messages dependant upon a reputation data collected in step (a) (Col. 30, lines 25 
- 27 and Col. 31, lines 36 -40). Where the indicating message is considered as an alert 
message. 

Regarding claims 10, 25, 26 Yeager discloses the method of determining 
whether to interact with said at least one other computer entity on the basis of 
reputation data derived from the reputation data items collected in respect of said at 
least one other computer entity (Col. 2, lines 34 - 38). Where the relevant interest is 
considered as the same function of the instant application. 

Regarding claim 1 1 , Yeager discloses a computer entity (Fig. 1 B) comprising: 

a computer platform capable of providing a set of resources including communication 
resources for communicating with other computer entities on a peer-to-peer basis (Col. 
3, lines 31 - 40); 

a reputation service component capable of providing a reputation service for monitoring 
quality of service parameters of at least one said other computer entity (Col. 3, lines 9 - 
18); 
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said reputation service component being arranged to: 

collect a plurality of reputation data items each describing an aspect of operation of a 
said at least one other computer entity (Col. 34, lines 56 - 58 and Col. 35, lines 40 - 46); 

Yeager fails to teach 

(c) generating an alert message in response to changes in at least one said reputation 
data item. 

However, Gleichauf teaches a method of generating a signal when an infective 
element is detected in network (Col. 1 , lines 42 - 50). Which is considered substantially 
as the same function of the instant application. 

Therefore, It would have been obvious to one of ordinary skill in the art at the 
time the invention was made to generate a signal when there is a change in network for 
the purpose of disabled an infected element. 

Regarding claim 16, Yeager discloses the computer entity wherein the reputation 
service component further comprises at least one analysis component (Fig. 51 , 510) for 
analyzing a reputation data item. 

Regarding claim 17, Yeager discloses the computer entity wherein the reputation 
service component is arranged to collect reputation data items from a plurality of 
computer entities in a peer to peer network (Fig. 50A, 51 ); the reputation service 
component being further arranged (Col. 39, lines 50 -55): 
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to analyze the reputation data items and, as a result of this analysis, to identify changes 
in reputation for individual ones of said other computer entities (Col. 39, lines 54 -58); 

to generate a reputation message upon identifying a significant change in reputation, 
said reputation message describing a reputation of said at least one other computer 
entity (Col. 39, lines 64 -68); 

to send said reputation message to at least one other computer entity of said network 
(Col. 40, lines 44- 46). 

Regarding claim 1 8, Yeager discloses a data storage medium storing program 
data (Fig. .34, 1 302) for operating a computer entity in a network of computer entities, 
said program data comprising instructions for causing said computer entity (Col. 6, lines 
54 -64) to: 

operate a peer-to-peer protocol for communicating with . other computer entities of said 
network (Col. 2, lines 29 -35); 

perform a management process for management of at least one other said computer 
entity of said networHCoV 35, lines 33- 36), said management process comprising: 

collecting a plurality of reputation data items, each reputation data item describing an 
aspect of operation of a said at least one other computer entity of said network (Col. 34, 
lines 56 - 58 and Col. 35, lines 40 - 46); 

monitoring said plurality of reputation data items(Col. 39, lines 9 -10); 
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Yeager fails to teach 

(c) generating an alert message in response to changes in at least one said reputation 
data item. 

However, Gleichauf teaches a method of generating a signal when an infective 
element is detected in network (Col. 1 , lines 42 - 50). Which is considered substantially 
as the same function of the instant application. 

Therefore, It would have been obvious to one of ordinary skill in the art at the 
time the invention was made to generate a signal when there is a change in network for 
the purpose of disabled an infected element. 

Regarding claim 20, Yeager discloses a method of operating a plurality of 
computer entities in a computer network (Fig. 1 ), said plurality of computer entities 
interacting on a peer to peer basis (Fig. 47, Col. 35, lines 40 - 46); the method 
comprising: 

each said computer entity operating a peer to peer protocol allowing the 
computer entity to interact with at least one other said computer entity of said network 
(Col. 2, lines 29 -35); 

at least one said computer entity of said network performing a management process 
comprising collecting reputation data from at least one other said computer entity of said 
network (Col. 35, lines 33- 36) said reputation data describing at least, one users 
perception of a performance parameter of one or more said computer entities of said 
network (Col. 34, lines 56 - 58 and Col. 35, lines 40 - 46); 
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Regarding claim 26, Yeager disclose the method, wherein said management 
process comprises determining whether or not to interact with a said computer entity of 
said network, based upon said reputation data collected from said at least one other 
computer entity (Col. 3, lines 1 7). Where the unreliability consideration is considered 
as the same function of the instant application. 

Regarding claim 29, Yeager discloses a computer entity adapted for 
communication on a peer-to-peer basis with other computer entities (Fig. 1 B) and 
comprising: 

a data collection arrangement for collecting reputation data (Fig. 50A.500A) from a 
plurality of computer entities in a peer to peer network, the reputation data collected 
from each entity of said plurality describing a user's perception of a performance 
parameter of one or more other computer entities of said network (Col. 39, lines 50 - 
56); 

an analysis arrangement for analyzing (Fig. 51 , 51 0) said reputation data to identify 
changes in reputation data for individual ones of said other computer entities (Col. 39, 
lines 56 - Col. 40, lines 4); 

Yeager fails to teach a message generation arrangement arranged to respond to 
the identification arrangement identifying a significant change in reputation data, by 
generating a reputation message describing a reputation of said at least one other 
computer entity; and an output arrangement for sending said reputation message to at 
least one other computer entity of said network. 
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However, Gleichauf teaches a message generation arrangement (Fig. 1 ,42) 
arranged to respond to the identification arrangement identifying a significant change in 
reputation data, by generating a reputation message describing a reputation of said at 
least one other computer entity; and an output arrangement for sending said reputation 
message to at least one other computer entity of said network (Col. 9, lines 47 -56). 

Therefore, It would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine the teaching of Gleichauf into the teaching of 
Yeager for the purpose of detect and disable an infective peer in the network (Abstract). 

7. Claims 33,35,38 and 37 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Yeager et al. in the view of Cornelli. 

Regarding claim 33, Yeager discloses a method of operating a computer entity in 
a network of computer entities that communicate with each other on a peer-to-peer 
basis (Fig. 1B and Fig. 47, Col. 35, lines 40 - 46); said method comprising: 

collecting reputation data about at least one other computer entity in said network 
(Col. 34, lines 56 - 58 and Col. 35, lines 40 - 46); 

monitoring said reputation data to detect changes in performance of said at least 
one other computer entity (Col. 39, lines 9 -10); 

Yeager also discloses broadcasting a message describing said reputation data, 
or changes in reputation data, to other peer computer entities in said network (Col. 40, 
lines 44 -46); Where the propagation of the codat is considered as the same function of 
broadcasting a message describing the reputation data. 
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Yeager fails to teach the method of applying a voting protocol to determine a 
group action of a plurality of peer computer entities in respect of said at least one other 
computer entity about which said reputation data has been collected. 

However, Comelli teaches the method of applying a voting protocol to 
determine a group action of a plurality of peer computer entities in respect of said at 
least one other computer entity about which said reputation data has been collected 
(Page 7, lines 1 -7). Which is considered substantially as the function as the instant 
application. 

Therefore, It would have been obvious to one of ordinary skill in the art at the 
time the invention was made to use a voting protocol to determine the credibility of an 
agent (Page 7, lines 7 -8). 

Regarding claims 35 and 38, Yeager discloses the reputation data about said at 
least one other computer entity is provided by at least one further computer entity of 
said network (Col. 3, lines 9 -1 5). 

Regarding claim 37, Yeager discloses a computer entity adapted for 
communication on a peer-to-peer basis with other computer entities (Fig. 1 B; and 
comprising: 

a data collection arrangement (Fig. 50A.500A) for collecting reputation data about at 
least one other said computer entity (Col. 39, lines 50 -56); 
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a monitoring arrangement (Fig. 51 , 510) for monitoring said reputation data to detect 
changes in performance of said at least one other computer entity (Col. 39, lines 56 - 
Col. 40, lines 4); 

an output arrangement (Fig. 5oA) for sending a message describing said 
reputation data, or changes in reputation data, to peer computer entities (Col. 40, lines 
44 -46); 

Yeager fails to teach a voting arrangement for causing a voting protocol to be 
applied to determine a group action of a plurality of peer computer entities in respect of 
said at least one other computer entity about which said reputation data has been 
collected. 

However, Cornelli teaches a voting arrangement (Fig. 2, poll) where the poll is 
considered as the voting arrangement for causing a voting protocol to be applied to 
determine a group action of a plurality of peer computer entities in respect of said at 
least one other computer entity about which said reputation data has been collected 
(Page 6, lines 1 8 - Page 7, lines 3). 

Therefore, It would have been obvious to one of ordinary skill in the art at the 
time the invention was made to use a voting protocol to determine the credibility of an 
agent (Page 7, lines 7 -8). 
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Conclusion 



Any inquiry concerning this communication or earlier communications from the 



examiner should be directed to Dady Chery whose telephone number is 571-270-1207. 
The examiner can normally be reached on Monday - Thursday 8 am - 4 pm ESt. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ricky Q. Ngo can be reached on 571-272-3139. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

Dady Chery 08/02/2007 A a 
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